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Data Collection System [DGSI 3000 
User Guide 


Chapter 1 


Software Version Numbm 

Client: 48yl MultiSenrer: 1.6J VANGwd; 3.Qm 

Server 4.5e Multi-VANGuaxd: 2,0q 


DCS 3000 Dasics 


The Data Collection System (DCS) 3000 suite of applications was developed to assist 
Law Enforcement Agencies (LEAs) with collecting and processing data for court- 
ordered electronic surveillance operations. 

The DCS 3000 User Guide was developed to provide end-users with step-by-step 
instructions for using the DCS 3000 application suite. 

This chapter contains the following sections: 

• Basic Information 

• Navigating the User Guide 

• DCS 3000 Applications 

• Selecting Applications for Implementation 

• Installing DCS 3000 

• Quick Steps 
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Basic Information 


The Communications Assistance for Law Enforcement Act (CALEA) was passed 
in 1994 to specify the requirements that telecommunications service providers 
must meet. 

In response to CALEA, the Telecommunications Industry Association (TIA) and 
the Alliance for Telecommunications Industry Solutions (ATIS) collaborated to 
develop CALEA message structures for the Joint Standard (J-STD)-025. These 
voluntary standards provide switch manufacturers with technical specifications 
and guidelines for data formatting. 

Switch-specific settings are used and described in the following chapters. As the 
number of switch manufactures complying with J-STD-025 is increasing, Switch- 
specific settings apply to the switches fiiat are not compliant. 

Courts issue different types of warrants for each case. The data that LEAs collect 
depend upon the type of warrant issued. 

• Pen Register; collection of call related data 

• Title 3: collection of call related data and content 

• Cooperative Warrant: collection of call related data and content for phone 
numbers that are identified in the CW List. 
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Nawigating the User Guide 

The DCS 3000 User Guide contains the following sections: 

• Chapter 1: DCS 3000 Basics 

• Chapter 2: Background: DCS Client 

• Chapter 3: Using the DCS Client 

• Chapter 4: DCS Server - Intercepting Push-to-Talk Calls 

• Chapter 5: Background: DCS MultiServer 

• Chapter 6: Using the DCS MultiServer 

• Chapter 7: DCS VANGuard 

• Chapter 8: DCS Multi VANGuard 

• Glossary 

• Addendum 1: DCS 3000 Advanced Features 

(only available to FBI personnel) 

Standards and Cnnventions 

Several standards and conventions are used throughout the DCS 3000 User Guide. 
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Oser Guide 


Chapter 2 

Software Veraion Numbers: Client V 4.«yl 


Dackgreund: DCS Client 

The DCS Client application is configured to collect data for Court-approved 
surveillance operations. The Client receives call related data from the DCS Server or 
MultiServer and packages it into target data files that are saved, forwarded, or printed. 
At times, the Client is used to reformat and export call related data for use in external 
databases. The Client caruiot record call content. However, installing a Recorder 
Control Interface (RCI) card allows the Client to control standard recording devices, 
which record such audio. 

The Client’s background information and descriptions of options are presented in the 
following sections: 

• Client Settings and Options 

• Warrant Types 

• Surveillance Targets 

Step-by-step procedures are included in Chapter 3: Using the DCS Client. 
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The Client Configuration settings are grouped into several categories, as displayed in 
Figure 2-2: 

• Server-Specific Settings 

• Warrant Type Settings 

• Client Options 

• Voice Line Options 

• Switch and Workstation Options 
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Figure 2-2:DGS Client Gontiguratlon Window With Labeled Settings 
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Figure 2-8: DCS Client Gonllguratlon Window - Server Senings 


This table describes the Server settings. 
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Warrant Type Settings 

The Warrant Type settings displayed in Figure 2-4 F 
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This table describes the Warrant Type settings. 


Setting 

Description 

Pen Register 

Displays the available settii^s for Pen Register collections. Only call related 
data is collected during these intercepts. 

Titles 

Disfdaysthe available settings for Title 3 collections. For Title 3 intercepts, caU 
related data and content may be collected. 

CW 

Displays the available settings for Cooperative Warrant collections. For CW 
intercepts, both call related data and content are collected, but not for all 
telephone numbers. Under a CW, the witness can request to exclude certain 
numbers from surveillance. 


I 







Figure 2 - 4 : DCS Client Configuration Window - Warrant 11100 Senings 
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Client Options 

The Client Options outlined in Figure 2-5P 
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This table describes the Client options. 


Setting 

Desorlnflon 1 

Reset DCS Call Number 
at Midnight 


Automatic Disconnect 


Internal DTMF Digits 
(Ericsson Only) 


USB Card Configuration 
Display Connection Test 
Messages 


Ping Server(s) 
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Ping Settings Window 
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DTMFinCDNRS file 


Automatic Startup 


Display Auto Socket 
Enors 



Motorola iSG 

Motorola Call Select 
Window 


Motorola Attention 
Window 
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Voice Une Options 




Background: DOS Client 
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Swrtch and Workstation Options 






This table describes the Switch and Workstation options. 
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TW CC Route 


Time Warner CC Route 
Window 
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DCS Client Main Window 
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Collection System IDGSl 



Background: DCS Client 
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Warrant Types 


LEAs are required by law to obtain a warrant from_jn_ag£ro£riate_Com^^ef^ 
electronic surveillance operations, are conducted. I 
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DCS 3000 supports the following types of warrants: 

• Pen Register Warrants 

• Title 3 Warrants 

• Cooperative Warrants (CW) 
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Figure 2-8:DCS Client Configuration Window -Pen Register Cptlons 


Background: DCS Client 
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Background: DCS Client 
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Background: DGS Gllent 
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Surveillance Targets 

A warrant must be obtained before any setup begins. T 
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This section includes information and procedures for the following topics: 

• Working in the Warrant Database 

• Sending and Disabling Targets 
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Phone Number 


CASE ID 


Activate 
Start Date 


Start Time 
Stop Date 


Stop Time 
Warrant ID 
Wave File 


Warrant Type 
Last Call Number 


Telco 

Thin Client ID (O) 


Expand 
Call Direction 
Authorization 
Previous 
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This table describes the features of the New Target window (Case Id settings). 


Field 

Ocscrlctlon 1 

New T aiget Window 


Case ID/Switch Specific 
drop-down list 

Location Authorized 

Post Cut-Thru Digits 

SMS Authorized 

Switch Id Filter 

Override Called 
Number 



This table describes the features of the New Target window (Switch Specific settings). 



New Target Window 


Case ID/Switch Specific 
drop-down list 

Location Authorized 

Post Cut-Thru Digits 

SMS Authorized 
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This table describes the features of the Stop Capturing Target Number 
window with Switch Specific settings. 

Heifl ' • ' ' ' • • ' ^ 

stop Capturing Target 

Number Window 

Remove 


Done 

Case ID/Switch Specific 
drop-down list 
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